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The Canadian Cybercrime Landscape

$11.8 million

Canadian debit card
fraud losses in 2015%

The total financial cost

of cybercrime in 2016
for Canada is estimated at

$1 9b|ll|on
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2016/2017 Breach — By Type

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Stolen Personal Identifiable Information is used to replicate the victim’s ID (eg: opening new bank
accounts, credit cards, etc...) all requiring input into the credit bureau and all in the victim’s name.
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Visible Web

Money Laundering

Malware Weapons

Hackers for Hire Murder for Hire

DARK WEB

Ransomware

Terrorism

Stolen ID’s Bulk PII
Human Experimentation

The Internet: Visible vs Dark Web

3.5 Billion internet users
Traditional s '
about 0.03%
The Dark We
500 times lar
Web

Dark Web op
use of specia
anonymity to
Bitcoin is the
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Credit Cards S4 - 515 Can/USA; UK cards may sell higher
Infected Computers $20 per 1,000 DDoS attacks through Botnets
Loyalty Accounts $20 - 51,500 eBay profiles hold more value
Hackers for Hire $100 - $500 Personal and Business eMail

US Citizenship $5,000 Passport, SSN, DL, Birth Cert.
Passports <$1,000

Driver’s License $200

Handguns $500

Assassins for Hire $25,000+ Uses Bitcoins placed in Escrow

Anonymity is maintained through the use of special browsers
(TOR = “The Onion Router”) - transactions done via “Bitcoin”

The Dark Web Shopping List

1 Bitcoin equals

3034.00 Canadian Dollar May 30, 2017
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1 Bitcoin equals
10,172.28 Canadian Dollar Jul 22, 2018
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Collinson-idAlerts Services Avallable

IDASSISTANCE

Find the right ID Assistance product for your organizatan and customers:

CARD SENTRY OMLINE ID SENTRY
SENTRY
Card / Document Registration / \ o (]
Most Common Breach Panel Service. Lost/ Stolen Cards or Document Assistance L] ]
Onling & Dark Web Menitoring (/] (/]
Multi-year Credit Bureau Monitoring e e P P
Pricing Options
Fixed Low Cost or Pay-as-you-Go At Nefificstiens ° @ o o
Access Codes ready same day TR e o o © ©
Credit Bureau Monitoring™ > (/]
Credit Reports and Scores* (/]
Restoration Coverags® (/]
Famiky Plan (/]

“Market dependent
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